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0 EXECUTIVE SUMMARY

A literature search has been carried out for standards relating to the development of safety
critical software.  A total of approximately forty standards were found, including those
concerned with the safety certification of programmable system as well as those covering
software development.

Standards in five industry sectors were selected.  The sectors are UK and US defence,
civil aerospace, European rail transport and nuclear power.  The applicable standards in
each sector were summarised. Each summary uses the same headings so that the
standards can be compared.

A notable standard covering safety critical software is draft IEC 1508, 'Functional Safety
- Safety-Related Systems'.  This is a generic standard, which is designed to be adapted to
each industry sector.  IEC 1508 not one of the standards selected for summary in this
report, because of its complexity.  However, the selected European railway standard,
although based on an earlier draft of IEC 1508, is an example of an industry specific
adaptation of IEC 1508.

* This report is published by the Avionic Systems Standardisation Committee (ASSC) to
advance the role of standardisation in avionics.  The use of this is entirely voluntary, and
its applicability and suitability for any particular use, including any patent infringement
arising therefrom is the sole responsibility of the user.  Copies of this paper are obtainable from the
ASSC Agency as an Avionic Systems Standardisation Committee publication.
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1 INTRODUCTION

The objective of this report is to review the current situation with respect to the inter-
relationship of standards addressing safety critical software.  The report has been
prepared for the Processing Working Group of the Avionics System Standardisation
Committee.

There are presently a number of standardisation activities concerned with safety critical
software, including Def Stan. 00-55/56 and RTCA DO-178B.  The ASSC Progressing
Working Group has expressed some confusion regarding the scope and inter-relation of
each of these documents  To attempt to clarify the situation, ERA has carried out a search
for standards relating to safety critical software.  A short summary has been prepared for
a selection of the standards found.

1.1. Background
The field of safety critical software has been subject to continuous development in recent
years, both in terms of the scale of the critical software being developed, the design and
verification techniques available and the required standards of safety evidence.  One of
the consequences of these developments has been a proliferation of standards, produced
by different national or international agencies, in various industry sectors.  Many of the
standards have a draft status and are subject to frequent updates.  This situation can
represent a considerable overhead for both system developers and procuring
organisations.  This review of the current situation is proposed as a first step towards
addressing wider questions; for example, whether a technical consensus is emerging
which would allow the existing standards to be consolidated and where are remaining
points of difference.

1.2. Scope
Standards for developing safety critical software have two aspects:

1) requirements for the process for developing highly reliable software,
encompassing specification, design and verification

2) requirements for safety management, including the way that the possibility
of software failure is allowed for in the system safety analysis.

These aspects can be covered in a single standard, as in the civil aviation guidelines
RTCA DO-178B 'software considerations in airborne systems and equipment
certification'.  In other cases two or more standards combine to cover the required scope.
The pair of draft standards from the MOD, Def-Stan 00-56 'Hazard analysis and safety
classification of the computer and programmable electronic system elements of defence
equipment' and Def-Stan 00-55 'The procurement of safety related software in defence
equipment', are an example of this approach.
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Since the draft Def-Stan 00-55/56 are of particular relevance to members of the ASSC,
the scope of these standards is defined to be the scope of interest for this report.

1.3. Outline of Report
In chapter 2 the results of a search of safety critical software standards is given.  From the
complete list of standards, the most prominent standard or standards in five different
industry sectors have been selected for further summary.  The headings used in this
summary are also presented in Chapter 2.  Chapters 3 to 7 contain the summaries of the
selected standard or standards in each sector.

1.4. Terminology
There is some variation in the terminology used in different standards.  For example,
MIL-STD-822C refers to 'mishap' and 'hazard risk assessment' where Def. Stan. 00-56
uses 'accident' and 'safety risk assessment'.  The summaries of standards on Chapters 3 to
7 use the terminology of the standard being summarised.  There is no attempt to rewrite
the requirement o each standard in a uniform terminology.  Elsewhere, Def. Stan.
terminology is preferred.  For example, the phase 'safety integrity levels' which is used as
the third section heading for each summary, is from Def. Stan. 00-56.

2 STANDARDS FOR SAFETY CRITICAL SOFTWARE

2.1. Search Results
Annex A contains a table of 38 standards with relevance to safety critical software
development.  The list is restricted to English language standards.  The list is known not
to be complete; for example, only a two national standard from continental Europe, the
German VDE 801, and the French NFF 71-013 are included, and there are no standards
from the Australian Standards organisation, since those found all had equivalents
elsewhere in the table.

A number of software standards and guidance documents are issued by the IEEE. Only
one of these relates specifically to safety, but since the others may also be of interest they
are presented separately in Annex B.

The list includes standards and guidance documents from the following organisations:

Organisation Sector

UK MOD Defence

US DoD Defence

RTCA/EUROCAE Civil Aviation

Cenelec Railways

IEC Nuclear power, process
industry
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MISRA UK Automotive

UK HSE Process industry

American Nuclear Society Nuclear power

VDI, Germany Process industry

NASA Space

ESA Space

Electronic Industries Assoc Defence, weapon systems

Canadian Standards Assoc General

IEEE General

Association Francaise de Normalisation Railways

Underwriters Laboratory General

2.2. Standards Selected for Summary
The following standards have been selected for further examination.  The selection is
based on the closest correspondence to Def-Stan 00-55/56 in five industry sectors.  Annex
C contains titles, date, contents list and other information for each selected standard.

Sector Standards

UK Defence draft Def-Stan 00-56
draft Def-Stan 00-55

Civil Aviation RTCA DO-178B

US Defence MIL-STD-498

MIL-STD-882C

European Railway CENELEC prEN 50126,
prEN 50128

European Nuclear Power IEC 880

In the UK Defence sector, the latest available draft versions of Def-Stan 00-55/56 are
considered, rather than the interim standards issued in April 1991.  Although the draft
versions do not have official standard status and may change before being adopted, it was
considered to be of more relevance to summarise the latest versions, since these take
account of industry reaction to the 1991 versions.

In the US Defence sector,  the situation is rather confused. following the recent Perry
initiative to move towards commercial standards.  MIL-STD-498 is a recent standard,
replacing the familiar DOD-STD-2167A; it is understood that there is a possibility of a
commercial standard based on MIL-STD-498.  The other US Defence standard included
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is MIL-STD-882 covering the safety program; however these two standards are not part
of pair in the same way as Def-Stan 00-55/56.

An omission from the standards selected for summary is the draft IEC 1508 'Functional
safety: safety related systems'.  Although developed particularly in the process industry,
this standard is proposed as a generic standard, which is to be customised for each
industry sector IEC 1508 is the focus of considerable international effort to achieve a
uniform standard for the safety of programmable systems, and it is widely believed that
this standard will be key to future developments.  The generic nature of the standard,
together with its general length and complexity, makes it difficult to summarise in a short
report.  Instead, the European Railway standards prEN 50126/28 have been selected.
These are based on earlier draft standards from the IEC SC65A Working Groups 9 & 10,
who have developed IEC 1508, and may therefore be considered to be representative of a
sector-specific customisation of IEC 1508.

It is recommended that further work be undertaken to produce a more detailed
comparison of these standards and to include IEC 1508 in the set of standards considered.

2.3. Summary Headings
Each selected standard is summarised under the following standard headings.  The
headings most likely to be of interest have been chosen, but the headings do not cover
every aspect of all the standards.  For example, there is no consideration of configuration
control, competence of personnel, or the requirements for using commercial off-the-shelf
(COTS) products.  It is noted that some of these issues are being addressed by ongoing
studies in the UK and elsewhere.

2.3.1 Scope
Under this heading, a summary of the overall scope of the standard(s) is given.

2.3.2 Safety Life Cycle and Safety Management
Under this heading, the activities relating specifically to demonstration of safety are
summarised. The activities may include setting safety requirements, planning a safety
process, carrying out hazard analysis and producing a safety case.

2.3.3 Safety Integrity Levels
One of the results of the safety life cycle processes is to produce a measure of the degree
of criticality of each component of the software.  This is normally achieved by
considering the consequences of software failure.  Under this heading, we consider the
number of integrity levels and the criteria for assigning software components to the
levels.  In some cases, the full requirements of the standards are applicable only to the
most critical software, with a subset of requirements applying to less critical software.
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2.3.4 Software Development Life Cycle
Under this heading, the activities relating to software development and programming are
summarised.  This includes any required or prohibited software development techniques.
One point of difference between standards is the extent to which a particular software life
cycle is mandated.  This is of interest, since alternatives to the traditional top-down
waterfall life cycle have become more prominent.

2.3.5 Software Validation and Verification
Under this heading, the activities relating to verification and validation are summarised,
including software verification and testing techniques.

2.3.6 Independence
Under this heading, any requirements of the standard for certain activities to be carried
out by a team which is independent from the main development team  are summarised,
taking account of the degree of independence required.

3 UK DEFENCE: DEF STAN 00-55/56

draft Def-Stan 00-56 Safety management requirements for defence systems containing
programmable electronics.

draft Def-Stan 00-55 The procurement of safety related software in defence equipment.

A related standard which is not covered in this report is:

draft Def-Stan 00-58/1 A guideline for HAZOP studies on systems which include
programmable electronic systems

3.1. Scope

Def Stan 00-56

This standard defines the safety programme requirements for systems containing
programmable electronics.  The requirements cover the safety programme, the
management procedures, the required analysis techniques and the safety verification
activities.  The standard applies to all phases in the project life cycle from initiation to
disposal.  The required system safety analysis activities include determining the software
integrity level.

Def Stan 00-55

This standard specifies requirements for the development of safety related software in
defence equipment, covering specification, design, coding, test and integration. Safety
management requirements include safety planning, safety analysis, safety reviews, safety
audits and the production of a software safety case.  These activities are restricted to

ASSC/330/2/135 April 1996
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software, since Def-Stan 00-56 covers system safety. Roles and responsibilities are
defined for safety and development activities.  Requirements on the tools and techniques
to be used for software development and testing are included.

3.2. Safety Life Cycle and Safety Management
The system safety life cycle required by 00-56 consists of the following steps:

1) establish the safety requirements

2) prepare a system safety plan, which describes both the management
strategy and the technical tasks relating to safety

3) undertake system safety analysis

4) undertake risk estimation

5) undertake safety verification

6) prepare a safety case.

A system safety analysis must be carried out to determine whether the level of risk
associated with a system is tolerable. The first phase, beginning at the earliest stage in the
project life cycle, is the identification of hazards and accident scenarios. Def Stan 00-56
includes definitions for terms such as hazard and accident; for example, a hazard is a
'physical situation, often following from some initiating event, that can lead to an
accident'. As the system design proceeds, the description of hazards and accident
scenarios is refined by performing hazard analyses.

Risk estimation is the process of calculating a target probability for each accident
scenario. This leads to the assignment of safety integrity levels, as described in Section
3.3. below.

A hazard log must be maintained as a record of the safety activities. In addition, the
hazard log has a record of each hazard identified and its progress towards resolution. The
safety case is a reasoned justification of the safety of the system, constructed from
information contained in the hazard log.

The safety life cycle of Def Stan 00-55 fits within that of Def Stan 00-56. The principle
activities are:

1) prepare a software safety plan

2) carry out software safety analysis

3) carry out software safety reviews

4) prepare a software safety case.
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A record of these activities is maintained in the system hazard log. A software safety case
is required, forming part of the system safety case described above. It is a reasoned
justification that the software meets its safety requirements. It includes the following
components:

1) a description and justification of the software development process

2) a safety argument based on analyses, including formal, i.e. mathematical,
reasoning

3) a safety argument based on testing.

The justification of the development process must include:

1) an appraisal of the staff competence

2) an analysis of data describing the safety record of previous systems
developed using the same, or similar, processes

3) a safety analysis, which examines the consequences of faults in the
methods and software tools used in the development process.

3.3. Safety Integrity Levels
The safety integrity level is a measure of the required likelihood that a system achieves its
safety requirements. There are four levels: the highest, S4, is allocated to the most critical
systems, the lowest, S1 to the least critical.

Initially, a safety integrity is determined for each function of a system. Following the
design, each component of the system, implemented by hardware or software, has the
level of the most critical function it implements. Def Stan 00-56 includes requirements for
the apportioning of safety integrity levels to components which combine to implement a
critical function. Many of the requirements of the standards are moderated for less critical
components of a system.

The following steps are involved in determining the safety integrity level:

1) assess the severity of each accident; there are four levels from catastrophic
to negligible

2) determine the highest tolerable probability for each accident

3) determine the target probability for each hazard, taking account of the
sequence of events leading from hazard to accident

4) determine the safety integrity level.

One effect of the rules for determining the integrity level from the target probability of a
hazard is to limit the trust which can be placed in a single safety component. For example,
an accident with catastrophic severity must have a probability no higher than the
'improbable' classification.  However, even at the highest integrity level, a single
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component cannot be allocated a failure probability lower than 'remote', with the result
that at least two safety components are required to protect against a catastrophe.  There
are additional requirements for such components to be developed independently, to
minimise the risk of a common design or implementation fault.

In Def. Stan. 00-55, the safety integrity level of the software determines the requirements;
the full requirements of 00-55 apply only to the most critical software.

3.4. Software Development Life Cycle
The software development life cycle is described in the software development plan. The
life cycle consist of a number of processes with defined products; the criteria for
transition from one process to the next must also be defined.

The input to the software development process is the software requirements specification.
The design authority verifies that the requirements are consistent and un-ambiguous.

3.4.1  Software Specification
The first development process is software specification.  The specification must always
make use of formal methods for safety functions and all functions must be formally
specified unless the restriction to a subset of the functionality has been agreed by the
MOD's project manager.  Formal methods are 'mathematically based techniques' such as
Z or VDM.  Each software requirement must be traced to a corresponding item in the
software specification.

3.4.2  Software Design
The software design is developed from the software specification, using one or more
levels of abstraction.

3.4.3 Software Coding
The software is coded from the lowest level design specification.  Use of a subset of a
high level, strongly typed, block structured language with predictable execution is
preferred.  Assembler may only be used in exceptional circumstances.  The compilation
system should have an appropriate validation certificate and a level of assurance
corresponding to the requirement determined by the safety analysis of the development
process.

3.5. Software Verification and Validation
Def Stan 00-55 has requirements for the verification and validation required at each stage
of the software development lifecycle. Review activities are also required, for example to
ensure the completeness of the formal verification.

3.5.1 Verification of the Software Specification
Preliminary validation ensures that the specification satisfies the software requirements.
A combination of formal argument and executable prototyping are used.  Formal

April 1996 ASSC/330/2/135



12

argument is used to validate the safety properties and safety functions of the specification.
The executable prototype is produced from the specification, with formal arguments
demonstrating the mapping from specification to prototype.  The safety functions are
exercised by testing the prototype, following a test specification produced by the V & V
team.

The formal specification is syntax and type checked  using an appropriate tool.  Proof
obligations for the internal consistency of the formal specification are discharged using
either formal proof or rigorous argument.

3.5.2 Verification of the Software Design
Formal arguments are used to discharge proof obligations showing the consistency of the
design with the specification of the previous level of design.  Non-formal parts of the
designed are verified for accuracy against the preceding specification and for
completeness and consistency by review. The requirements for checking the consistency
of the design are similar to those for the software specification.

3.5.3 Code Verification
Static analysis is performed on all the source code, checking conformance to the required
language subset, satisfaction of control, data and information flow requirements and
checking worse case conditions for non-functional requirements such as timing.  Proof
obligations are constructed and are discharged by formal argument to ensure that the code
correctly implements the specification.

Object code verification, ensuring that the source is correctly implemented by the
compiler on the target hardware, is required unless the compiler has been formally
specified and verified.  The verification uses either formal argument to show that the
object code implements the source code, or testing, with coverage of every instruction.  If
testing is used to verify the object code, some additional analyses are required.

3.5.4 Unit and Integration Tests
Individual units of code and partially integrated units are tested using a number of test
coverage criteria including all branches, all extreme values of variables and a range of
number of iterations of each loop. Integration testing is required to exercise all interfaces.
System tests are required for functional and non-functional requirements.  System tests
are traced to the software specification and requirements to show that all requirements are
satisfied.

3.5.5 Validation Tests
Validation tests are derived from the software requirements and are not disclosed to the
design team prior to testing. The selection of tests must be justified, but all safety
functions must be tested.  The testing is carried out on the target hardware in condition
approaching as nearly as possible to actual use.

ASSC/330/2/135 April 1996
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3.6. Independence
Def Stan 00-56 requires an independent safety auditor (ISA) is appointed whenever
preliminary hazard analysis has revealed risks in classes A or B. The ISA must be
acceptable to the MOD's project manager; he must be free of 'possible conflicts of
interest' and 'sufficiently commercially and managerially independent' from the design
function. Responsibilities of the ISA include auditing the project for compliance with the
standard, checking the adequacy of the safety requirements specification, auditing the
hazard analysis and risk estimation activities, carrying out sample system analyses and
auditing the safety verification test programme. The ISA prepares audit report and
endorses the statement of risk classification.

Verification and validation activities required by Def Stan 00-55 are planned by a team
which is independent, up to senior management level, from the design team. The V & V
team either carry out or review all testing and check the correctness of the formal
arguments.

Def. Stan. 00-55 requires an independent safety auditor (ISA) who is 'commercially and
managerially' independent from the design authority to be named in the software safety
plan and allowed direct communication with the MOD's project manager. The ISA audits
all aspects of work relating to safety and produces an audit report.  The ISA endorses the
certificate of design for the safety related software.

4 CIVIL AVIATION: RTCA DO-178B

RTCA/DO-178B Software considerations in airborne systems and equipment
certification.

4.1. Scope
DO-178B is a guidance document containing recommendations produced by industry
consensus.  It does not have official standard status.  The guidance covers 'aspects of
airworthiness certification that pertain to the production of software for airborne systems'.
Software life cycle processes covered include planning, development, verification,
configuration management, quality assurance and liaison with certification authorities.
The requirements for software life cycle data to support certification are given.

The system life cycle is described in order to show its relation to the software life cycle,
but system life cycle processes such as system safety assessment are not covered and
operational aspects of the software life cycle are not included.  The allocation of systems
functions to software and the severity of failures of system functions are products of the
system life cycle.  This information is made available to the determination of software
levels described in Section 4.3 below.

The division of responsibilities between the applicant for certification and their suppliers
is not covered, nor are personnel qualifications.  These aspects of certification are
determined by each certification authority.
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4.2. Safety Life Cycle and Safety Management
DO-178B does not identify a specific safety life cycle. However, relevant requirements
include production of the following documents:

1) Plan for Software Aspects of Certification

2) Software Quality Assurance Plan

3) Software Accomplishment Summary.

The plan for software aspects of certification is used by the certification authority to
approve the proposed software development life cycle.  The plan includes an overview of
the system and its software, the basis for certification including the software level, the
proposed life cycle and the life cycle data to be produced, and additional information,
such as the proposed use of multiple-version dissimilar software or user-modifiable
software.

The software accomplishment summary is the primary data item showing that an
applicant for certification has complied with the plan for software aspects of  certification.
The summary includes a statement of the software size and resource requirements, a
description the actual life cycle including deviations from the plan, references to the life
cycle data and a statement of compliance.

Quality assurance assesses the software development processes to ensure that they
comply with the processes specified during the software planning process and that the
criteria for transition between development phases are satisfied.  Audits are carried out to
ensure that plans exist and are consistent with the standard, that deviations from plans are
detected and that the software development process takes account of inputs from the
system safety assessment.

Prior to delivery, a software conformity review is required to gain assurance that all
stages of the software development process have been completed and that all the software
life cycle data has been generated.

DO-178B also contains requirements for liaison by an applicant with the certification
authority throughout the life cycle.  An overview of the certification process is included
for information.

4.3. Safety Integrity Levels
Five software levels are defined, based on the severity of the system failure condition
which could be caused by a software fault.  The following categorisation of failures is
used, derived from FAA and JAA regulations:

Catastrophic failure prevents continued safe flight and landing

Hazardous/ large reduction in safety margins; crew unlikely to cope with
Severe-Major conditions; potentially fatal injuries
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Major reduction in aircraft's capability or crew's ability to cope

Minor increase in crew workload but conditions within their capabilities;
slight reduction in aircraft safety margins

No Effect no effect on aircraft's operational capability, nor increase in crew
workload

The software levels are defined as follows, depending on the category of the failure which
anomalous software behaviour could cause or contribute to:

A catastrophic system failure

B hazardous/severe-major system failure

C major system failure

D minor system failure

E no effect; further requirements of DO-178B do not apply to software confirmed
at this level

The software level determines the effort required to meet certification requirements.  In
particular,  at the lower software levels, the software verification requirements are
reduced, less data derived from the software lifecycle is required for certification and
there are fewer requirements for independence.

4.4. Software Development Life Cycle
DO-178B does not prescribe a preferred software life cycle.  Instead, the requirements
apply to processes common to most life cycle and the interactions between them.  The life
cycle must be defined as a number of processes, with transition criteria which determine
when a process may be entered. Each process consists of a defined sequence of activities,
required inputs and resulting outputs.  Life cycles for incremental development of
software can be accommodated.

Three categories of process are distinguished:

1) the software planning process

2) the software development process

3) integral processes; these are performed concurrently with other life cycle
processes and include software verification (see Section 4.5), configuration
management and software quality assurance.

Guidance on the selection of the software development environment includes a preference
for the use of qualified tools; however, qualification in this context is not defined.
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Specific guidance is given for the selection and use of the software language and the
compiler, including the following:

1) optimisation of object code is permitted provided that the structural test
coverage requirements can be met

2) means to detect and test any object code which is not directly related to
source code, such as an array bounds check, may be required

3) verification of object code may need to be repeated if a new compiler
version is introduced.

The software development processes are requirements, design, coding and integration.
Objectives and activities are specified for each of these processes; for example, two
objectives of the requirement process are:

1) the system requirements allocated to software should be analysed for
ambiguities, inconsistencies and incompleteness

2) each system requirement allocated to software should be traceable to one
or more software requirements.

Equipment designed to include several configurations by using deactivated code or data
which is not used, is permitted.  Use of software patches is also permitted in restricted
circumstances.  Guidance emphasises the adoption of a planned approach, evidence for
correct functionality and configuration management.

4.5. Software Validation and Verification
The software verification process assesses the products of the development progress using
review, analysis and testing. The objectives of the verification process is to verify that the
system requirements allocated to software have been developed, through software
requirements, software architecture and low-level requirements and source code into
executable object code satisfying the requirements.

Review and analyses are applied to the results of the software development process and to
the results of the verification process itself, including high and low level requirements,
source code,  test cases, test procedures and test results.  The objectives of the reviews
vary for the different products; for review of requirements the objectives include
compliance with the requirements at the level above, accuracy, compatibility with the
target hardware and verifiability.

Testing has two objectives, which are to demonstrate that:

1) the software satisfies its requirements

2) error which could lead to hazardous failures have been removed.
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These objectives are satisfied by basing test cases primarily on requirements, including
normal range test cases and robustness test cases, which aim to establish conditions
revealing potential errors.  Requirements coverage analysis ensures that all requirements
have been tested and code structural coverage analysis determines whether all software
structures have been exercised.  If some software structures cannot be tested by
requirements based test cases, additional testing is carried out.  A justification for this
must be given.

Software can be tested at three levels of integration: testing integrated software on target
hardware is preferred, but testing at lower levels of integration may also be required to
achieve the software coverage.  The level of structural coverage required depends on the
software level:

Coverage Level Code Level

modified condition/decision  A  object code

decision  A, B  source code

statement  A, B, C  source code

data and control coupling  A, B, C  source code

Object code coverage is only required for level A software and only when the compiler
produces object code, such as array bound check, which does not directly correspond to a
source level statement.

4.6. Independence
DO-178B requires particular process objectives to be 'satisfied with independence'.
However there is no definition of independence; the proposed means to satisfy this
requirement must be specified in the appropriate plan, such as the software verification
plan.  The objectives for which independence is required depend on the software level.
At the most critical level, some objectives in the following sections of DO-178B must be
satisfied with independence:

1) verification of software requirements (3 out of 7 objectives)

2) verification of software design (6 out of 13 objectives)

3) verification of software coding and integration (3 out of 7 objectives)

4) testing of integrated software (2 out of 5 objectives)

5) software verification (all objectives)

April 1996 ASSC/330/2/135



18

In addition, all software assurance objectives must be satisfied with independence at all
software levels

5 US DEFENCE: MIL-STD-498/882C

MIL-STD-498 Software development and documentation
MIL-STD-882C System safety program requirements

These US Military standards have been selected as the nearest available equivalents to
Def-Stan 00-56/55; however the equivalence is only approximate.  The total scope
covered by these standards is rather wider than that of Def-Stan 00-56/55, since MIL-
STD-882C applies to safety-related systems of all sorts, rather than just programmable
electronic systems and MIL-STD-498 applies to all sorts of software development, rather
than just safety-related software.  Additionally, the US standards are not part of a pair as
the Def-Stan are; for this reason the following summary distinguishes between the two
standards.

5.1. Scope
MIL-STD-498

This standard is intended to establish uniform requirements for software development and
documentation.  Software development covers all activities resulting in software products,
including new development, modification, reuse, re-engineering and maintenance.  The
standard is intended to be tailored for any application, by selecting the subset of the
requirements and data items applicable.

The standard describes the activities involved in software development, from project
planning through to software deployment, including configuration management, quality
assurance, problem reporting and technical and management reviews.  The standard also
specifies the documentation of these activities as Data Item Descriptions (DIDs).

Additional guidance is provided on:

1) the interpretation of the standard for reusable software products

2) classification of problems submitted to the corrective action system

3) the evaluation of software products

4) possible indicators to be used by management for program monitoring

5) the joint management reviews which may be held during a software
development project.
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MIL-STD-882C

This standard applies to all DOD systems and facilities. The requirements for a safety
program apply to all activities in a system life cycle, from research, through design and
test to maintenance and disposal.  The standard provides requirements for developing and
implementing a system safety program, in order to identify hazards and prevent mishaps.
A number of data item descriptions, which are published separately, are referenced.

The standard consists of a number of tasks and is tailored to each application by selecting
the applicable tasks. The range of possible tailorings of the standard is illustrated by a
statement in the guidance of Appendix A that, for programs of low safety risk, the only
requirements might be for the system safety assessment task to be carried out.  The tasks
are grouped into the following sections.

Task Section 100  Program Management and Control

The tasks in this section cover establishing and planning a safety program.  Other topics
are management of subcontractors, safety program reviews and audits, progress reporting,
contractor support for safety working groups, and use of a hazard log to track hazards
from identification to resolution. Some of these areas are described in Section 5.2 below.

Task Section 200  Design and Integration

The tasks in this section cover the safety analysis required at different stages of the
system development life cycle. These are described in Section 5.2 below. There are also
tasks for hazard analysis of operational and support activities and for hazards to health.

Task Section 300  Design Evaluation

This section includes a task for a system safety assessment, described in Section 5.2
below. Another task requires safety reviews to accompany all forms of engineering
change proposals. The final task is concerned with the application of safety principles
during system testing and evaluation, for example covering matters of safety on ranges.

Task Section 400  Compliance and Verification

The first task in this section is for safety verification, which describes the requirements
for verification of the safety properties of a system. The second task is for safety
compliance assessment, which draws on the safety assessments of other tasks and
demonstrates compliance with appropriate safety standards. Two further tasks are
concerned with hazards from explosive ordnance.
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5.2. Safety Life Cycle and Safety Management

MIL-STD-882C

The majority of MIL-STD-882C tasks can be considered to be part of the safety life
cycle. Only the major requirements are described here.

A safety program is established by planning safety tasks, providing qualified people to
accomplish these tasks, establishing their authority and setting up communications with
safety and functional aspects of a program. Communication with organisations with
specific safety expertise is also required. The safety program must have milestones and
these should be related to major program milestones. The planning process results in a
system safety program plan, which details the safety tasks to be performed.

A large program may involve several contractors, who must also have system safety
programs; in this case an integrated system safety program plan is prepared to integrate
these safety programs, to describe the flow down of system safety requirements to
subcontractors and to specify the safety analyses delivered by the subcontractors to the
integrator.

The safety program must be supported by reviews and audits, and by presentations to
safety certification authorities.  Only general requirements are stated in this area, with
additional details to be specified in a statement of work.  A hazard log must be
maintained and a procedure developed to document the progress of all hazards through
the safety process, providing an audit trail of hazard resolutions.

The standard emphasises the importance of early identification of hazards so that safety
can be achieved by design; hazards identified in system concept stage are investigated
further as the design proceeds.  The stages of analysis are:

1) preliminary hazard list; potential hazard areas are identified following the
system concept definition

2) preliminary hazard analysis; a proposed design or function is evaluated for
hazard severity and probability and for possible operational constraints

3) safety requirements/criteria analysis (SRCA); this is described below

4) subsystem hazard analysis; the compliance of each subsystem with its
safety requirements is verified and any additional hazards identified

5) system hazard analysis; the compliance of the system with its safety
requirements is verified and any additional hazards identified.

The techniques to be used for hazard analysis are not specified, but must be approved by
the acquirer.  The standard does describe techniques for hazard risk assessment, used to
classify the acceptability of different hazards; see Section 5.3 below.  The standard
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implies that hazard risk assessment should follow each phase of hazard analysis, but this
is not made explicit.

The SRCA task involves the following stages:

1) the safety requirements are determined drawing on the preliminary hazard
analysis

2) applicable safety design requirements and guidelines from federal,
military, national and industry regulations or standards are incorporated

3) safety critical software components and safety critical interfaces between
hardware and software are identified; however, the method to be used is
not described

4) a preliminary hazard risk assessment on the safety critical software is
carried out, to give a ranking of the criticality of the software

5) safety related test requirements are developed.

The final part of the safety life cycle is the safety assessment.  This must identify all
safety features of the hardware, software or system design and all the hazards which may
be present, including the procedural controls which are required. The assessment
summarises the safety criteria used and the results of all analyses and tests.  A signed
statement is required to the effect that all identified hazards have been controlled to
reduce risks to the contractually specified levels.

5.3. Safety Integrity Levels

MIL-STD-882C

The standard includes suggested hazard severity categories and hazard  probability levels.
Hazard severity ranges from catastrophic to negligible in four categories, while hazard
probability ranges from frequent to improbable in five levels.  Hazard severity and
probability together contribute to hazard risk.  Example hazard risk assessment matrices
are given in the guidance part of the standard.

The guidance also describes a techniques for hazard risk assessment of hazards from
safety critical software.  Since the probability of software failure cannot be assessed, the
concept of 'software control category' replaces probability for software hazard risk
assessment. The control categories are:

I the software exercises autonomous control over hazardous hardware and
software failure leads directly to the hazard

II the software exercises control over hazardous hardware, but its failure is
partially mitigated by independent safety systems, or the software displays
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information which may require immediate action from an operator to prevent a
hazard occurring

III the software issues commands to hazardous hardware but control requires
operator intervention and each hazard is protected by redundant safety
measures, or the software generates safety critical information but redundant
safety measures protect against hazards

IV the software does not control safety critical hardware and does not provide
safety critical information.

An example software hazard criticality matrix is given, classifying software in five levels.
The highest risk is for software in control categories I and II combined with catastrophic
hazards or control category I combined with critical hazards.  It is suggested that the testing
and analysis resource applied to the software should depend on the software risk, but no
detailed requirements are given.

5.4. Software Development Life Cycle

MIL-STD-498

The standard describes the activities required for software development.  However, it
does not specify a fixed order for the activities, nor is delivery of documentation required
for all activities performed.  Both these features support a more flexible approach to the
software development life cycle: both incremental and evolutionary development and
concurrent engineering of different system components can be compliant with the
standard.  Guidance on the possible life cycles, called strategies, and the application of
the standard to each strategy is provided in an appendix.

The following software development activities are required:

1) project planning and oversight

2) establishing a software development environment

3) system requirements analysis

4) system design

5) software requirements analysis

6) software design

7) software implementation and unit testing

8) unit integration and testing.
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Further activities relating to verification are described in Section 5.5 below.  In addition,
the standard describes the following activities, which are integral to all life cycle phases:

1) software configuration management

2) software product evaluation

3) software quality assurance

4) corrective action

5) joint technical and management reviews.

5.5. Software Validation and Verification

MIL-STD-498

The following activities which relate to software V & V are described:

1) unit integration and testing

2) CSCI (computer software configuration item) qualification testing

3) CSCI/HWCI (hardware configuration item) integration testing

4) system qualification testing.

As a representative example, the requirements for CSCI qualification testing are
described in more detail.  The testing must be carried out with independence (see Section
5.6 below).  The testing must be carried out on the target computer hardware, or an
equivalent. A software test description should be prepared, containing:

1) system identification and overview

2) a unique identifier for each test case

3) the procedure to prepare the hardware and software for each test case

4) the requirement addressed

5) the test inputs

6) the expected test results and the criteria for acceptance

7) the test procedure, as a sequence of steps required to carry out the test

8) requirements traceability, showing the test case which addresses each
requirement.
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The tests are performed, first as a dry-run, then witnessed by the acquirer.  If necessary,
the software is revised and retested.  The results are recorded in a software test report,
which includes:

1) system identification and overview

2) overview of the test results, including an assessment of the software tested,
consideration of the impact of the test environment on the test results and
recommended improvement to software under test

3) summary of the result of each test case as pass, fail or deviation from test
procedure

4) details of failed tests and tests in which the actual procedure deviated from
the specified test procedure

5) a log of the testing, including dates, times, location, personnel and
hardware and software configuration.

MIL-STD-882C

MIL-STD-882C includes a task for safety verification.  This requires the safety
requirements to be verified by analysis, inspection, demonstration or test, for the system
and its components, including safety critical software.  Use of induced or simulated
failures should be considered to demonstrate safety under failure conditions.  Safety
testing may be combined with other testing activities.

5.6. Independence

MIL-STD-498

The requirement for independence in development activities is given in the following
table.  Independence implies that different personnel must be used; however, it does
prevent these original team members relaying their expertise to the independent team.

Activity Independent from

CSCI qualification testing Detail design or implementation

System qualification testing Detailed design or implementation

Software product evaluation Product development

Quality assurance Performed activity subject to quality
assurance
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6 EUROPEAN RAILWAY: PREN 50126/28

prEN 50126 Railway applications - The specification and demonstration of dependability,
reliability, availability, maintainability and safety (RAMS).

prEN 50128 Railway applications - Software for railway control and protection systems.

An additional standard in the series, which is not described here is:

prEN 50129 Railway applications - Safety-related electronic railway control and protection
systems.

6.1. Scope

prEN 50126

In this standard, dependability is defined in terms of reliability, availability,
maintainability and safety (RAMS).  The standard defines a process for managing
dependability, for specifying requirements for RAMS and for demonstrating that these
requirements have been met. However, specific targets for RAMS are not defined. The
standard is applicable to all levels in the hierarchy of systems and subsystems, including
systems containing software, and at all phases in the life cycle of an application.

In the summary below, only requirements relating to safety are covered.

prEN 50128

In this standard procedures and technical requirements for the development of software in
railway control and protection systems are specified.  Both safety-related software and
software which is not safety related are covered.  In this context, software includes
application software, operating systems, support tools and firmware.  The use of
commercially available software is covered. The standard also specifies requirements for
systems configured by application data.

Commercial issues and retrospective application of the standard are excluded from the
scope.

6.2. Safety Life Cycle and Safety Management
The dependability management process of prEN 50126 is based on the system life cycle.
The process requires:

1) definition of safety requirements

2) assessment of threats to dependability, including safety hazards

3) planning dependability tasks

April 1996 ASSC/330/2/135



26

4) implementing dependability tasks

5) demonstrating compliance.

The standard describes a system life cycle.  For each phase of the life cycle, the
objectives, requirements, inputs and deliverables of the RAMS tasks are defined.
Although the standard is based on a particular life cycle, alternative life cycles may
comply; justification for the use on an alternative life cycle must be given.  The standard
acknowledges that safety can be in conflict with other RAMS requirements; however, the
resolution of such conflicts is the responsible of the applicable Railway Authority.

The following table summaries the principal life cycle phases, up to system acceptance,
and the related safety tasks.

Phase Safety Task

Concept  Review existing safety performance

 Review safety policy

System Definition  Establish safety plan

 Define criteria for tolerability of risk

 Perform preliminary hazard analysis

Risk Anlaysis  Perform system hazard & safety risk analysis

 Set oup hazard log

 Perform risk assessment

System Requirements  Specify system safety requirements

 Define safety acceptance criteria

 Define safety related functional requirements

 Establish safety management

Design and Implementation  Implement safety plan, by test, review, analysis
 Use hazard log
 Prepare generic safety case

Manufacture and Installation  Implement safety plan, by test, review, analysis
 Use hazard log

 Establish installation programme

Validation and
Commissioning

 Establish commissioning programme
 Prepare specific safety case

Acceptance  Assess safety case
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6.3. Safety Integrity Levels
The standard prEN 50126 defines safety integrity level (SIL) as one of four possible
levels specifying the integrity requirement of a safety requirement.  A level 4 function has
the highest integrity and one of level 1, the lowest.  The safety integrity of each
requirement is derived by risk assessment.  Although the risk assessment process is
described in the standard, the rules required to determine the SIL from the risk
classification are not given.  The standard states that the safety integrity correlates with
probability of failure.  Further details are determined in each application by the relevant
Railway Authority.

The SIL of each subsystem is determined by allocating each system safety requirement to
one of the subsystems; the subsystem has the highest SIL of any of the requirements
allocated to the subsystem.  The standard does give detailed requirements for determining
the SIL of a subsystem when the overall safety requirement is implemented by two or
more subsystems, for example in a redundant configuration.  If a subsystem contains
software, the SIL of the software is the same as the SIL of the subsystem.

The safety integrity level of a function determines the system architecture, methods and
techniques which must be used to be confident that a system satisfies its integrity
requirement.  The software  development and verification techniques appropriate to each
SIL are given in prEN 50128. In prEN 50128, safety integrity level zero is also used, so
that the requirements for software with no safety-related requirements can be given.

6.4. Software Development Life Cycle
The standard prEN 50128 requires a software development life cycle to be selected and
described in the software quality assurance plan.  There is no prescribed software
development life cycle.  Instead, a number of phases of the development life cycle are
identified and the requirements of the standard are given for each phase.  For example,
the documents which must be produced in each phase are specified.  General
requirements are for each phase to be divided into elementary tasks, with defined input,
output and activity and for the tasks in a phase to be defined fully before the phase begins.
Verification is carried out on the outputs of the software development process; the
verification activities and reports are described in a software quality assurance plan.

The life cycle phases are:

Software Planning
Software Requirements
Software Design
Software Module Design
Coding
Module Testing
Software Integration
Software/Hardware Integration
Software Validation
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Software Assessment
Software Maintenance

Detailed requirements are given for each phase of the life cycle, although the clauses of
the standard may cover more than one of the phases identified above. For example, clause
11 'Software Design and Development' covers detailed design and coding.  Detailed
requirements for design and coding given in this clause include:

1) the software size and complexity must be kept to a minimum

2) the software design must be based on decomposition into modules

3) the programming language chosen must facilitate the identification of
errors

4) coding standards must specify good programming practices and a standard
form for comments.

More detailed requirements are given in tables relating the desirability of applicable
techniques and measures to the software SIL. In the table for design and development, 19
techniques are rated, ranging from formal methods, which are highly recommended for
levels 3 and 4, to use of structured programming, which is highly recommended at all
safety-related levels.

6.5. Software Validation and Verification
Clause 12 of prEN 50128 covers all aspects of verification including:

1) software requirements verification

2) software architecture and design verification

3) software module verification

4) source code verification

5) software integration testing.

Clause 14 covers validation, which is analysis and testing of the integrated system to
ensure compliance with the software requirements, including safety requirements.
Software verification activity must follow a software verification plan, which documents:

1) the verification criteria, techniques and tools to be used

2) the evaluation of verification results

3) the role and responsibility of personnel carrying out the tests

4) the degree of test coverage required.

Testing must be fully documented and the results must be auditable against the
requirements of the software verification plan.  The verification and testing techniques
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required are given in the following table, where 'R' stands for recommended and 'HR'
stands for highly recommended:

Integrity Level
Technique / Measure 1 2 3 4

Formal proof  R  R  HR  HR

Probabilistic testing  R  R  HR  HR

Static analysis  HR  HR  HR  HR

Dynamic analysis and
testing

 HR  HR  HR  HR

Metrics  R  R  R  R

Traceability matrix  R  R  HR  HR

There are additional requirements given in notes.  For example, for SIL 3 and 4, the
'approved' combinations of techniques are either formal proof with dynamic analysis and
testing, or static analysis with dynamic analysis and testing.  Other classifications used in
other tables are 'M' for mandatory and 'NR' for not recommended.

6.6. Independence
The standard prEN 50128 requires verification and validation activities to be carried out
with independence, depending on the safety integrity level.  For example, at SIL 4, the
requirements are:

1) the roles of project manager, designer and verifier must be taken by
different people

2) the role of validator must be taken by a person who has none of the other
roles and who does not report to the project manager

3) the role of assessor must be taken by a person from another company.

7 NUCLEAR POWER: IEC 880

IEC 880 Software for computers in safety systems of nuclear power stations.

7.1. Scope
The standard is applicable to highly reliable software required for computers used in the
safety systems of nuclear power plants for safety functions.  For the classification of such
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functions, IEC 643 is referenced.  Requirements are provided for all stages of software
generation, including design, development, qualification and operation.  Requirements for
the documentation of each stage of the software generation are also given.

7.2. Safety Life Cycle and Safety Management
The standard does not describe a specific safety life cycle, nor are there activities specific
to safety management.  Related requirements include:

1) consideration of risk and safety features in the software requirements,
including a requirement for self-supervision by the software

2) restrictions on the design and implementation of the software

3) requirements for software verification and validation

4) quality assurance requirements, including a software quality assurance
plan.

7.3. Safety Integrity Levels
There is no reference to the safety integrity level concept in the standard.

7.4. Software Development Life Cycle
General requirements concerning the life cycle include:

1) the project is divided into phases and each phase of the software life cycle
into elementary tasks

2) the products of each phase are checked; the phase ends with a critical
review

3) each phase generates appropriate document; a minimum list of documents
is included

4) the results of all verification and review activities are recorded.

A software development life cycle is described as part of the system development life
cycle.  Before the software development, the requirements to be satisfied by the safety
system are specified.  The software development life cycle consists of the following
phases:

1) software requirements specification; this is carried out in parallel with the
hardware requirements specification and the integration requirements
specification activities of the system development life cycle

2) software design

3) software coding.
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Verification is carried out at the transition from one phase to another.  Following the
software development, system integration and computer system testing are carried out.

A prioritised table of techniques and design guidelines is included. The required practices
include:

1) top-down development

2) verification of intermediate products

3) if a change is required, it should be made at the earliest possible life cycle
stage

4) the program should be decomposed into modules, each handling a specific
system operation

5) the use of operating systems should be restricted to the simplest possible;
none is preferred

6) under peak load, the execution time should be short compared to the safe
maximum

7) use of interrupts is restricted, but permitted if necessary, provided the
usage is fully documented

8) the output must default to safe values on the occurrence of errors

9) code changes by the plant operator must be prevented

10) runtime error checks should be implemented, including flow of control
checks, parameter checks and array bounds checks

11) unstructured control flow features, such as a branch into a loop, must be
avoided; the maximum iterations of a loop should be determined by a
constant

7.5. Software Validation and Verification
The products of each phase in the software life cycle must be verified before the next
phase begins, in accordance with a software verification plan.

Design verification is carried out by review, addressing:

1) the completeness of the design with respect to the requirements

2) the clarity, testability and maintainability of the decomposition into
modules and its impact on performance

3) satisfaction of quality requirements.
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Module testing of all software must be carried prior to integration of hardware and
software, in order to show the presence of intended functions and the absence of any
unintended functions.  A test specification describes the test environment, the test
procedure and the acceptance criteria. A software test report presents the results of the
tests.

Integrated system verification is an activity of the system integration phase.
Verification is described in the system integration plan.  Test cases should be selected to
exercise all module interfaces, in a system which is complete as far as possible.

Computer system validation is the final V & V activity in the system development life
cycle. The computer system is verified against the safety requirements, following a
formal validation plan.  Static and dynamic simulation of input signals is required,
covering normal operation, anticipated operation occurrences and accident conditions.
Each safety function should be tested.

7.6. Independence
Verification is carried by an independent  person or team.  The management of the
verification team must be separate from that of the development team.  All
communications between verifiers and developers must be in writing.

Prepared by:

D W Marsh
Software and Systems Integrity Department
ERA Technology
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